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Abstract — Robotic swarms have a great potential to
solve in a simple way, without the need for a central
controller, a wide range of difficult real-world problems,
such as transportation, search and rescue missions etc.
While there are important results in what regards the
emergence of complex behaviors from very simple
interacting robots, the security of robotic swarms
remains a problem which did not get the proper
consideration. With the overall goal of enabling the full
distributed security of a robotic swarm, the
contributions of this paper are threefold. First, a
bioinspired framework based on membrane computing
(P colonies) is proposed for approaching this issue.
Secondly, the functionalities of a P colonies simulator
are presented and finally, the notion of P swarm is
introduced as a relevant new formal model of safe
interactions between robots in a swarm.
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I. INTRODUCTION

The huge potential of multi-robot systems which
operate on the principles of swarm intelligence, i.e.
with a large number of (simple) robots interacting
locally and with the environment, and without the
need for a central controller to allocate tasks and give
precise instructions, is confirmed by recent
applications such as warehouse transportation and
management, detection of gas or radioactive leaks,
search and rescue, disaster relief, environmental
monitoring, and military applications.

Over the last decade, increasingly sophisticated
threats to our computers’ and networks’ security have
emerged and are threatening our personas and digital
identities, commercial secrets, credit card numbers,
etc. Battling such complex and very often cryptic
attacks is a difficult endeavor. In this context, there is
an increasing concern on the security of human-robot
and robot-robot relationships and physical interactions,
but the security of robotic swarms has been largely
overlooked.

The main goal of our research in swarm robotics is
the development of a biologically inspired approach
for enabling the distributed security of a robotic
swarm, by building mechanisms that allow robots and
swarms to possess or to develop an (innate) immunity
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towards a wide range of security hazards. This would
allow a robotic swarm to display abilities such as
constructing a model for malevolent behaviors,
recognizing an intruder robot/swarm, expelling
intruders, and correcting malicious behaviors by
integrating intruders “on the right way” (in the original
benevolent swarm).

The Dbioinspired formalism of membrane
computing (P colonies more specifically) is proposed
here as the foundation of an integrated approach for
modeling security hazards and dealing in an efficient
way with these threats to the swarm security. Other
original contributions are the development of a P
colonies simulator (the first reported in the literature)
and the introduction of the concept of P swarm as a
relevant model for interactions in a robotic swarm.

Section II gives a brief critical overview of swarm
robotics in terms of benefits and security challenges.
Section III presents the basics of P systems and P
colonies, while Section IV offers the main
contributions of this paper. Section V gives some
conclusions and directions for further improvements.

II.  SWARM ROBOTICS. BENEFITS AND
CHALLENGES

The idea of using teams or “swarms” of simple
autonomous robots to collectively solve tasks gained
momentum in the last decade. Robotic swarms have
proved to be able to solve, for example, search and
localization problems in laboratory settings, but very
few applications have been reported in real-world
environments. Consider for example the potential
advantages a robotic swarm solution for real industrial
problems, such as detection of gas or radioactive leaks,
search and rescue, transportation of (dangerous)
objects, etc. may offer. Such a system is fault-tolerant,
has a low maintenance cost (because of using simple
robots), is scalable (robots can be easily added), and
flexible.

Sub-swarms are groups of robots in the swarm
which try to achieve different goals. For example in
Fig.1 sub-swarm 2 may search for a target, while sub-
swarm 6 transports an object or searches for another
target. Sub-swarms themselves are composed of one
or more neighborhoods. Neighborhoods belonging to
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the same sub-swarm are smaller groups of robots
which help each other in achieving the common goal
of the sub-swarm.
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Figure 1. The hierarchical structure of a robotic swarm with 2
sub-swarms (2 and 6) and 7 neighborhoods (3, 4, 5,7, 8, 9,
10).

For example, when searching for a target, the
robots may group themselves in neighborhoods in
order to help each other pass local minima and reach
the target’s location (neighborhoods 3, 4, and 5 in Fig.
1). Another example is the transportation of an object
by groups of robots which are formed in order to carry
and balance it (neighborhoods 7, 8, 9, and 10 in Fig.
1). Each robot belongs to one and only one
neighborhood and therefore to one and only one sub-
swarm. The swarm has a dynamic hierarchical
structure due to the changes in the goal list, to the
available robots and to other factors.

Particle Swarm Optimization (PSO) is a global
stochastic optimization technique [1] and is used alone
or in combination with other swarm intelligence
algorithms such as ACO (Ant Colony Optimization) as
a control algorithm for distributed robot swarms.
Various mathematical models for swarm systems are
reported in the literature [2]. In a robotic swarm, sub-
swarms and neighborhoods may be used in order to
model the robotic swarm hierarchy [3]. There are only
a few approaches in the literature to evolve scalable
control hierarchies, such as that in [4] which is using
developmental evolution, specifically an L-system
based approach. These results show that
developmental evolution can be used to evolve
hierarchical control structures that scale well but they
do not go beyond the level of subswarm to the level of
neighborhoods.

Human-robot interaction research is generally
focused on the interaction of a human operator and a
single complex robot, and so the methods developed
for this approach cannot be applied for a swarm of
robots. Furthermore, an operator cannot interact with
each robot in the swarm. Human-swarm interaction
has been largely overlooked and new techniques need
to be developed to enable an intuitive and reliable
swarm level interaction.

The security of a robotic swarm has been largely
overlooked, too. As most of the robotic swarm
implementations make use of  wireless
communications [5], what if malevolent users gain
access to some of the robots in the swarm or what if
foreign robots attach to the original swarm and
possibly form neighborhoods or even sub-swarms
which will eventually impose their own objectives (see
e.g. Fig. 2 where a Khepera robot has malevolently
joined a swarm of 10 e-puck robots)?

Other possible threats to swarm security are [6]:
resource constraints (robots in a swarm are usually
very simple entities), physical capture by adverse
parties, lack of central monitoring and control,
violation of explicit and implicit communication
means, entity authentication, key management, and
intrusion detection. Intrusion means the entry of an un-
authorized entity (an adverse robot as in Fig. 2, a
group of robots, or entire swarms of malevolent
robots) which could manipulate the original goals of
the robotic swarm. This situation asks for an
immediate action (expelling of the un-authorized
entities). As far as we are aware, there are no specific
solutions to this problem and this requires an entirely
new and integrated approach, from analyzing and
modeling of security hazards to dealing with these
attacks in a timely and efficient manner, so that the
robotic swarm fulfills its original goals in a secure
way.

Figure 2. An adverse robot has joined a swarm of 10 identical
robots.

The reference papers for robotic swarm security
are surprisingly only a few. Swarm engineering has
been defined as the fusion of dependable systems
(doing the right thing- achieving goals - and not doing
the wrong thing - safety) engineering and swarm
intelligence in [7] which considers a swarm robotics
approach to physical containment or encapsulation. A
related approach that explores fault-tolerance in robot
swarms through Failure Mode and Effect Analysis and
reliability modeling is presented in [8]. A first
systematic attempt to categorize security challenges to
swarm robotics is presented in [9].

The related field of secure authentication in
robotics gained a special attention during the last
years. A new field of study named artimetrics has been
introduced in order to allow “identification,
classification, and authentication of robots, software,



A New Model for Interactions between Robots in a Swarm 7

and virtual reality agents” [10]. However, the existing
results build upon recent advances in biometric
methods and so concentrate on humanoid robots,
which are already looking very realistic and have a
sum of human abilities (physical, cognitive, and
emotional). More, theoretical aspects are somehow
surpassed by practical applications. The problem of
behaviors, misbehaviors, and security of a society of
social robots is addressed in [11].

Involuntary and malicious behaviors and the
possibility to detect them are considered by the
authors, who also identify fundamental requirements
for a system of behaviors for a society of robots:
scalability, heterogeneity, reconfigurability, and
security. They describe social behaviors as hybrid
automata and consider only those behaviors for which
models are a-priori available. Another paper [12]
addresses the problem of multirobot systems security.
However, the robots considered are humanoid ones
showing considerable cognitive abilities, such as
visual recognition. Cognitive robots (capable of
inference, perception, and learning) and their
behaviors are considered for building a reference
model toward intelligent authentication [13].

III. MEMBRANE COMPUTING

A. P systems

Cell-like computing is one of the most promising
paradigms of unconventional computation. Important
theoretical results have been obtained during the last
years, while practical applications still expect to gain
momentum. P systems (PS) or membrane computing
represent an active area of research in cell-like
computing, drawing its inspiration from the membrane
structure and functioning of a living cell. The basic
idea of membrane systems [14] is to separate
computing processes in different compartments
(membranes) which are able to inter-communicate.

So, a P system (PS) represents a distributed and
parallel computing model in which the basic data
structures are multisets, strings or numerical variables.
There are two main categories of PSs: hierarchical and
tissue PSs. A hierarchical PS consists of several
membranes placed inside a unique skin membrane, see
Fig. 3. The analogy with the proposed hierarchical
structure of a robotic swarm (Fig. 1) is obvious, for
example neighborhoods being analogous to
elementary membranes (that is, membranes not
containing other membranes).

Regions have objects and rules assigned. The basic
data structure in a typical PS is the multiset. Objects
evolve by means of evolution rules which are
localized, and are applied in a maximally parallel and
non-deterministic manner. Most classes of PSs are
equivalent to Turing machines, and so computationally
complete/universal. Some practical applications of PSs
were also proposed [15]. PSs are naturally parallel and
distributed systems and have, therefore, a great
potential for applications, especially in robotics. For
example, membranes of a PS can be distributed over a
grid or over a network of microcontrollers in a robot.

The computation done in each membrane region
(i.e. the execution of membrane’s rules) can also be
done in parallel. In this sense, PSs can be used as a
modeling paradigm for parallel and distributed control
systems [16, 17] and is more suitable for hybridization
with a PSO algorithm rather than other approaches,
such as using fuzzy logic [18].

skin membrane
— —
elementary
membrane

region

environment

Figure 3. A P system’s internal structure of membrane.

B. P colonies
A P colony of capacity c¢ is a construct:

[I=(4,e, f,B,,....,B,) 1)

where A is an alphabet (a set of objects), e€ A is the
basic object of the colony, f € A is the final object of

the colony, B, (i = 1,7n) are agents. Each B, is of the

form (O;,P;), where O; is a multiset of ¢ copies of

the basic object e (the initial state of the agent), and
P, ={pi1>Pi2>-->Pix } is a finite set of programs.

More, each program p; ; consists of ¢ rules. Usually,

there are two types of rules: evolution rules of the
form a — b (rewriting object a into object b ) and
communication rules of the form c <> d (object ¢
from the agent will move into the environment and
object d from the environment will move into the
agent).

At the start of the computation performed by IT,
the special basic objects exist only in the environment
and in each agent. When no agent of IT is able to fire
any of its programs, the computation ends and the final
result is the number of final objects in the
environment.

A simple example of a P colony with one agent
and two programs ( A and P, ) which executes the
addition of number 1("+1") is presented in [19]
where possible computation modes (parallel and
sequential) for a P colony are also discussed. In formal

terms, this simple P colony with one agent can be
defined as:

AG, =({e,e},<e— fre 1, ><l, —>e¢
fee>)

@)

Initially there are n occurrences of the final object
f in the environment (Fig. 4) and after the execution

of the two programs; there will be n+/ f symbols in
the environment.

A program where the agent can check for the
presence in the agent of a given object ¢ is a checking
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program [20] and it has
<a—>bceod/deod>.

the following form:

After the evolution rule ¢ — b is applied, if ¢ is
present in the agent, then ¢ is exchanged with d from
the environment; if not, the exchange c'«<> d' will be
performed.

environment
8.8.e, ..
Ffof
I agent
e.a
A
P:

Figure 4. A simple P colony with one agent.

P colonies can compute whatever s
algorithmically computable [20]. Further interesting
results on the computing power are presented in the
literature, together with a number of variants of P
colonies. For example, homogeneous P colonies are P
colonies with programs having the same type of rule
for all objects inside an agent [21].

For P colonies of capacity two (i.e. two objects in
each agent) insertion-deletion rules may be defined
[22]: deletion programs of the form < a,in;bc — d >
meaning that if bc is inside the agent and a is present
in the environment, then the objects inside bc are
changed to d and d is brought into the agent; and
insertion programs of the form < a,out;b — cd >
where if ab is inside the cell, then a is sent out and
b is changed to cd . A sender is an agent with only
insertion programs and a consumer is a cell with only
deletion programs.

While in their first variants, P colonies had a
passive environment, Eco-P colonies are extensions of
P colonies with dynamical evolution of environments
[23]. P colony automata are combining properties of
finite automata and P colonies [15, 24]. An application
of P Colonies automata for robot control is presented
in [25].

IV. P COLONIES AND ROBOTIC SWARMS

A. Foundational idea

In order to address the issue of how to assure full
physical and cyber-security of a robotic swarm
through a systematic bio-inspired approach, two main
objectives can be identified:

A. To rigorously analyze, define, classify and
model the entire spectrum of robotic swarms’ security
hazards.

B. To propose, develop and test novel approaches
for responding in a timely and appropriate manner to
main sources of insecurity identified under (A).

The main idea on which all the research presented
here is based is the natural similarity of membrane

systems with robotic swarms (see also Fig. 1 and Fig.
3):

1. A P system is a system of biomembranes (a
robotic swarm is a system of many simple robots
grouped into neighborhoods and sub-swarms) which
divide the internal cell space (the swarm as a whole)
into discrete compartments (sub-swarms and
neighborhoods) to segregate processes (tasks and sub-
tasks) and components (robots), are selectively
permeable (secure), and play a key role in organizing
complex reaction sequences, energy conservation
(power saving) and cell-to-cell (swarm-swarm or
swarm-human) communication.

2. P colonies are based on the same ideas of swarm
intelligence (to use simple agents, placed in a common
environment, leading to non-trivial emergent
behaviors).

3. P automata are combining features of classical
automata and natural systems with a distributed
architecture (like swarms).

No |

N Ps
——» —>
a 5 NM

B Py
— —
Yo

Figure 5. A neighborhood management module.

As an example, hierarchical numerical P systems
[16] may be used for subswarms and neighborhoods
management. For example, a neighborhood
management (NM in Fig. 5) module may receive as
inputs the number of objectives (No), the total number
of robots (Ng), the minimum number of robots in a
neighborhood (o), the minimum number of robots in a
sub-swarm (J), and a vector containing the number of
robots assigned to each objective (yp), and generates
as outputs sets of addresses for each robot: ¢s, a vector
describing the membership of a robot to a sub-swarm,
and @y, a vector describing the membership of a robot
to a neighborhood, dim ¢y = Ny / a. Dynamic
allocation of addresses may be obtained by using a
numerical P system.

B. A simulator of P colonies

The first practical step was the development of a P
colonies simulator, the first of its kind. The simulator
is written in Python and for the moment allows one to
simulate a basic P colony with rewriting and exchange
rules. In Fig. 6 a screenshot of the simulator running is
presented.

The simulator will be extended with other rule
formats and with the option of simulating Eco-P
colonies and P automata.

C. P Swarms

The notion of a P colony is extended here in order
to apply it to robotic swarms.
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Figure 6. A simulator of P colonies.

A P swarm is a colony of P colonies in order to
allow for each member P colony to model a subswarm
of the original swarm. In order to assure the security of
the swarm and to expel intruders (to not recognize
them as partners in changing information in a direct
peer-to-peer way or indirectly through the
environment - that means “expelling” from a logical
point of view) subswarms will be formed and evolved
dynamically. For example, if there are N robots in the
swarm at the beginning, there will be N subswarms
(of one robot each) initially. Then based on some
“adoption” rules, each robot will try to adopt robots in
its subswarm. Those robots which will fail to do that
will get adopted in other robots’ subswarms.
Consequently, there will be “abandoning” rules by
which robots will not be members of the subswarm
anymore. Finally, robots that will not get adopted by
any of the P colonies will be considered adverse robots
and any direct or indirect communication with these
robots will cease.

A
I
P colony II.
P colony
I1;
P colony
Environment

Fig. 7a. A simple P swarm ( A ) with three P colonies inside
(113,10, 3).

.. f, 1L,

Local enviromment

Fig. 7b. The structure of a member P colony (IT; ).

Formally speaking, a P swarm is a construct of the
form:

A:(Aaeafani) (3)

where I1, (i =1,_N) are P colonies of the form (1). As

a simple example, Fig. 7a presents a P swarm with 3 P
colonies inside (each one corresponding to a
subswarm) and Fig 7b presents the structure of a
member P colony, see also (1).

Rules inside each member P colony are of the
following form in order to assure the proposed
functionalities:

- Adoption rules: a — ab (robot a will adopt
robot b in its subswarm);

- Abandoning rules: c¢d —c¢ (robot ¢ will
expel robot d from its subswarm).

V. CONCLUSIONS AND FURTHER DEVELOPMENTS

This paper presented a work in progress whose
main idea is to use P colonies (a class of P systems, or
membrane computing) to model security issues for
robotic swarms. A simulator of P colonies has been
developed and a new model for interactions between
robots in a swarm has been proposed, the so-called P
swarm. Some directions for further research are as
follows: to further extend and test the formal model
based on P swarms, to propose new mathematical
measures or criteria for evaluating the swarm behavior
and different approaches to the control of robot
swarms; to propose new variants of PSO-like
algorithms that are amenable to hybridization with P
systems; to further look how P colonies may be used
in order to control a robotic swarm; to involve in the
(complex) P-systems construction techniques from
evolutionary programming (building membrane
structures, evolution rules or entire P systems in an
adaptive way); to check the correctness of P-systems
based models (produced by evolution or programmed
in a classic way) by means of model checking tools.
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